AirWatch Application Installation

Once your device is enrolled, you will receive an email similar to this:

Your phone must have an Apple iD associated with it and access to the Apple App store to proceed.

a

airwatch

by VIMWare

AirWalch Device Activation - 1/15/2016

‘Your device has been approved for mobile access. Using your device's web browser, please navigale fo
hitgs /lawagent.com. I the AiWatch MDM Agent app is installed on your device, you will ba redirected to

It 1t mot, you will be device's official

Please do not enter any persenal of organization specific information until you are securely inside the

Airwatch MDOM Application pictured below

@ Only download from your device’s Official App Store

may be required, Your below

Email: Stevelarsen@miaoy

Username: C.J4547

Password: Use directory password

= Server URL: alfds.mi.gov AND Group 10: DOJ If required

Atternatively, scan the QR code to begin enroliment

Please contact your it you have any questions:

Regards,
AirWatch

The screenshots and instructions below are from an Apple iPhone 5s. Your steps and display may vary slightly if you are
using a device other than an Apple iPhone 5s.

State Owned Apple iOS
AirWatch Agent

arwgioh . uscurs condend loches

T

G we fltyulialp

a sdltlalnljk

azx:\lbnmﬁ

2) O -Search for Airwatch Agent (AirWatch MDM Agent is the same app).

Open App Store.
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Arwunen, LLC
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O Comrmict

Enter your iTunes store password, if prompted.

Once this download completes, press Open.

Press Email Address.
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 Back Authenticate

Email Accross

Emai

gqwertywiop

alsdfghjk I

ﬁ zxcvbnm ﬁ
7.) Be -~ o BN Enter your State Email Address then press Go.

 Back Authenticate

Enter your State email credentials. Username is just your “Citxxxx not prefaced with state) .

€ Back AUShaICEtE

Coporate - Dedicated -
9.) Choose your device ownership - Corporate Dedicated is default, then press Next.
Torms of Use

LNroraed use & & voston of 45-6-311

e, Lo OF imvmaciaely f you 40 not agres.

Bl T —

10.) = “et Press Accept to accept the SOM Terms of Use — this policy applies to this entire device.

pg. 3



11.) s F Press Redirect & Enable.

wewco Veron UE B8R o -

Cancal Install Prodile Ingtall

Alriatch-Department of...
A

S
it

et g Eeebmet e
Comees Devics Earolimant Chabngs

Mlioen Ditads

12.) Press Install.

ee Vo U TRAPM o -

Emtor Passcede Dol

Ereter poust panacode
1 2 3
a1 5148
7 8 9
13.) 0 " Enter your device’s current Passcode.

Irsstall

Cancel

14.) Press Install.
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ee veros U TRSPM G-

Cancel Warring install

OB E DEVICE MARAGERENT

Frastalling this. profile will aliow the
admiristrator at Thitpecfakds.mt gow
DericaSerdoesiAppie DNy

Processer g pa” 1o remnately ranage
your Phon,

The adminisiraior may collect personal
dhata, SddiPnma BODouNLE b
restrictions, list, install, and manage
apps, and remotely erase data on your
Phang,

15.) Press Install.

Remoto Management
o e
wecd your Pigng into remgiy
management)

16.) Press Trust.

weeco Veres LT RESPW -
Predilo installed Dang

amm

Sgradby “migos
Veriimd o

Denirprion MDA Profis Semagh
Coriaes Mot Duvice Mirugerrt
ey

More Detads

17.) Press Done.

18.) Press Open.

pg. 5



19.) Press Done.

20.)

Press Don’t Allow — unless you want to be prompted audibly when Airwatch agent has

notifications for you, then choose OK. You may change this choice later, see Adjust Notifications at the end of

this document for details.

Agent

Wew Passcode n

Pi-ernee bow Passosdy

CREATE

qwe rtywuilop

alsdtahjkl
.zxcvbnm.
21 )8R e
press CREATE.

FTATS

Steve's iPhone
i 54

0s-92

&) Oovice Erroled

&) Cornectivity Normal

CEVICE BETALS

= Metwork
3 Teecom
O, Advanced

22) " ® 9 9 pres your device’s Home button.

"% Enter an eight character (or longer) alphanumeric Passcode. Confirm this passcode then

pg. 6



VMWare Boxer

ABack 1o Container  3:22PM 4 -
@ airds.mt.gov (]
= Q

All sorted by Date Added (2)

VMware Boxer

Install

version; 3.7

erWatch Inbox
version: 2.5.7

Install

.
1.) “ W Touch Install next to VMware Boxer.
4Back o Container  3:24 PM 1.
& airds.mt.gov [v]

Confirm Installation

Install VMware Boxer?

You will be redirected to the store
to download this app

Size: 61.2MB

[

2.) Y Touch Install.

Open this page in “App
Store"'?

Cancel Open

ouch Open.

4Back to Safari 3:28 PM |-

VMware Boxer “:

G AirWateh, LLC

Touch the “cloud” icon to download Boxer.
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6.)

7))

8.)

€8ack 5 St soean -

Vitware Boxer
Q Arvaton, UG

Touch Open.

‘Welcome bo & betier inbox,
[

qwe rtyuiop

asdfghijkl

ﬁ z xev bnmﬁ

L e S Enter your State of Montana email password.

Alack 50 AppStorw B0 AM ¢ -

bl

‘Welcomae to & better inbox,
sen@migoy

172348667890
= flsa ) s eE
W . e
L mTouch “Get started”.

Aok 52 App Sie  B0BT AL T 3
Passcode

B8 a1 e B PRCH 1

Ut o 1 i e e 8 B

qwe rtyuiop
asdfghijk|
ﬁ z xcvbam ﬁ
o == W Enter an eight-character Alphanumeric passcode. (This passcode must be 8 characters or
more and contain at least one letter and one number.)
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Aok 52 App Stoe B3 AN v -
Passcode

qwe rtyuiop
a sdflghljkll
szc»-bnm@

9.) oo == BB Touch “Next”.

Alack o A to MO AM 24
£ Ceaifirm Pasicoss
Faicoses mu mazm
EEEEEE R (o]

qwe rtyuiop
alsdflghijkl
Ezycvbnm@
10.)E - Enteryour new passcode again.

Aack 3 hpp Store o AN | -
< Cenlirm Passcods
Panicades mut match
snssanssaen
@

qwe rtyuiop
a sdflghljkll
szc»-bnm@

11.)E == B Touch “Next”.

“Bower” Would Like to Access
Your Calendar

Crwate, 6, 40 v evanis in your
caenciar

Don't Alow ox

Touch “OK” to sync your local (Native) calendar and other account calendars to Boxer or
choose “Don’t Allow” to keep these separate.

12.)
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“Bower” Would Like to Access
Your Contacts
A, 032, 20 Vi YO CONAGES oM
your inon

Don't Alow ox

13.) Touch “OK” to sync your local (Native) contacts and other account contacts to Boxer or choose
“Don’t Allow” to keep these separate.

14.) Touch Okay to allow Boxer to send notifications to your Lock screen and alert you to email
and calendar events. You may change this choice later, see Adjust Notifications at the end of this document for
details.

S
=
o Findd 1.1., Prais Puis bisens n-\.\-“
15.) - * " Email, Calendar and Contacts can all be managed from within this application.

Boxer Biometric Password
Boxer can store your fingerprint and associate this with the eight-character password that you set in the

previous steps. If you have not configured Touch iD and want to use Biometrics (fingerprints) to store your password,
please see Apple iOS Biometric Device Unlock feature (Optional for iPhone 5s and latter Devices) then return to this

section.
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16.) "~ Touch the settings icon indicated to configure Boxer to allow your fingerprint to allow access
to unlock this application. Note: Your eight-character password will still need to be updated at least every 60

days.

Setiings

06 DOJ State Errad pocur

Add accourd

Swipe actions

Duack Eemplates

Defauli calendar

|l e ariare

a\’-

17.) - Scroll down until you see “Advanced”.

18.) Touch “Advanced”.
4 Advanced
Bae remter
Doorfanslt becrariar
Iniial wiew
Passcode
Catendar nd Contacts [ @
- n £
19.) Touch Passcode.
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Vezon W BoRTAM -

f asvanced  Passcods

20) "~ ® Move the slider in the Enable Touch ID section to the right.
X o .ani:\:::mde B
[EaSS|
[ e

qwe rtyuiop
asdfghijkl

& z xcvbnm@E

21.)= - Type the eight-character passcode you entered in steps 21 & 22, then touch “Next” or “Go”".

Vezon W doBE M -

f asvanced  Passcods

-

22)) "~ % Touch Mail, Calendar or Contacts to explore Boxer or press your iPhone’s home button to exit
Boxer.

Boxer Additional Information
“VMware Boxer v3.7 for iOS User Guide” provides additional details regarding the Boxer application. This may have

been provided with these installation instructions, if not please contact DOJServiceDesk@mt.gov and them to email a
copy to you.

Remove your previously configured State Email Account

If your device was configured with a State email account previously, remove this account. This old account will become
unable to access the State Exchange server April 1, 2016.
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mailto:DOJServiceDesk@mt.gov

mlOpen your Settings Application.

a iCoud

ﬁ Munes & App

) rui, consuets, Catrctaes
Hsaws
Baenncters

2.) b e Press Mail, Contacts, Calendars

seoco veroea LTE BIRAM i =

< Sottings Mad, Contacts, Calendars

Sheow TeyCe: Labal

3) e Press your old State ActiveSync Exchange Account(s). Your account name(s) will vary
depending on what name you gave this/these accounts. If you have more than one State email account, like
above, repeat these steps for each account.

sovo vergen U BFEAM

{ Mal. O Exchange

EXCHANGE

ACTHUNL
(= O
1] «
= Coidnars O
Remnders c
Hotes (_;
Mail Darys to Sync
4.)  semsic nesne + . Touch the Account youremailname@mt.gov
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mailto:youremailname@mt.gov

e Verges T BRAM

=
Cancel Accour Dang

Email Bt gov
Sarver wabreail it gov

Domain staie
Usermama o

Pasgenrd  sesnsens
Description  Oid Exchange

5.) e Press Done at this screen.

e v LT BASAM =

{Mul.  Oid Exchange
B wi

B comeens

6.) Scroll to the bottom of this screen and touch Delete Account.

Dedete from My iPhong

Cancel

7.) Touch “Delete from My iPhone” and return to your Home Screen

Apple iOS Biometric Device Unlock feature (Optional for iPhone 5s and latter Devices)

e Veges U 30 %

Settings

—r

M corcins
E\'l) General

B oy s 5
B watpaper

B sounds

@ 7ouch 10 & Passcode
=]

O eivacy

WCloud
1.)(optional) S e Open your settings Application, then touch “Touch ID and Passcode”.
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gqwertywionp
asdfghjlkil
@ zxcvbnm 2
2.)(optional) "= == ®= Enter the device passcode that you set in previous steps.

seoco veroEs LT XTIPM =

£ Sattings Toueh ID & Passcode

#Fhone Unlock

3.) (optional) e rasscose Slide “iPhone Unlock” buttons to the right. And follow the prompts presented store
your thumbprint on your iPhone.

Sign In to iTunes Store
Entier the pasyword for
. 1O g 10 endtke rew
Trgerprens Sor (Turas and App Stace
purchates

1234567880

-l ()sa@”

4.) (optional) Slide iTunes & App Store button to the right and enter your iTunes and App store

password.
Your Device and iTunes Store password is now saved in your Touch iD application.

Adjust Notifications
To recieve notifications, you need to be connected to a Wi-Fi or Cellular network.

1.) Open your device’s Settings application.
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seeco venen LTE ASTPM —

Sattings

-
n B0t

0 cobutar
M icatons
E] Conroi Center

Do Mot Disturt

@ General
a Displey & Brightness
D ‘Wallpaper

2 . ) m Sounds

L L -

Touch Notifications

{ Settegs  Netifications

Sort Oeder

Growp By App

@ App Store

[y

o Bomr G—

Rades Sous

O s ——
> Bl SO
3.) ® SRl Select the application that you want to adjust.
< ll‘.ﬂ..‘{'\.l ;:::: -
Allores Notifcatiorm G‘_
Show in Notification Cenber ([
Sounds 1
Bt A Koon L
Show on Lock Seroen {[ )
-
4.) Adjust the available settings to suit your needs.

If you’ve recently installed an app or restored from a backup, open the app to start getting notifications.

AirWatch Self Service Portal
Accessing https://aircon.mt.gov/MyDevice/ allows customers to perform actions to assist themselves with their
AirWatch Registered device(s).

The most used functions in this portal may be:

e Clearing Single Sign On (SSO) or Device Passcodes, if these are forgotten.
e Make Noise causing device to ring - the same as calling the devices phone number.

e Enterprise Wiping (removes only the AirWatch Applications), Device Wiping (clears all applications and data) the
device if it is lost.

e Anexample of the basic functions follows:
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https://aircon.mt.gov/MyDevice/

ENROLLMENT DATE LAST SEEN

21412016 10:24 AM 2112016 4:67 AM starus @ Uptodate EDbEIES

BASIC ACTIONS  ADVANCED ACTIONS

™ Device Query & Clear Passcode
Request updated information from the device Clear the current passcode from this device
© Clear $50 Passcode < 8Sync Device
Clear the S50 passcode for apps on this device. The next S50 Send updated company settings and data to this device

app used will prompt to create a password

i Lock Device ¥ Locate Device
FQE!!’I’HJIZE!IS/r lock this device to protect data Find the most recent location of this device
i@ Enterprise Wipe A Lock $80
Remove corporate settlngs and data from this device Lock the SSO for apps on this device. The next SSO app used

will prompt for a password

& Make Noise © Device Wipe
Help find the device by making it ring Erase all data and return device to factory settings

Locate Device is not available since GPS tracking of our devices is not enabled.
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